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Outline

• Motivation and Background
– Boeing 737 MCAS

• Challenges and Approaches
– CADD as an example

• Case Study of S-AVs
• Evaluation
• Conclusions
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What’s a Semi-Autonomous Cyber-Physical System (SA-CPS)?

That can be controlled by an autonomous controller or a human operator or both

1912: Autopilot 1920’s: Autopilot

Autonomous ControlHuman Control
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Semi-Autonomous Vehicles (S-AVs)

Autonomous ControlHuman Control

Vehicles controlled by an autonomous controller or a human or both

SAE Autonomous Levels
Source: NHTSA (National Highway 
Traffic Safety Administration)
https://www.nhtsa.gov/technology-
innovation/automated-vehicles-safety

https://www.nhtsa.gov/technology-innovation/automated-vehicles-safety
https://www.nhtsa.gov/technology-innovation/automated-vehicles-safety
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Why Autonomy?

Safety Eco-
Friendliness Comfort

https://www.forbes.com/sites/jeffmcmahon/2017/04/17/big-
fuel-savings-from-autonomous-vehicles/?sh=2a81009e4390

https://www.nhtsa.gov/technology-
innovation/automated-vehicles-safety

Bellem, H., Thiel, B., Schrauf, M., & Krems, J. F. 
(2018). Comfort in automated driving: An analysis of 
preferences for different automated driving styles and 
their dependence on personality traits. Transportation 

Research Part F: Traffic Psychology and Behaviour
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SOTA Semi-Autonomous Systems 

• Static priority assignment to control inputs under a specific 
condition
– Anti-lock braking system (ABS) and previous Boeing 737 MAX

• Autonomous control > human control
– Adaptive cruise control (ACC)

• Human control > autonomous control

• Assumes trusted input data

But component or human failures/attacks can lead to fatal accidents! 
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Static Priority Assignment Can Lead to Catastrophe!

• No perfect human-in-the-loop system!
– Autonomous and human controllers may even “compete” with each other

• Boeing 737 Max: MCAS (Maneuvering Characteristics Augmentation System)

Boeing’s new solution: 
• Use two sensors instead of one
• Give priority to pilot’s control

Human can also make errors or have 
malicious intent!
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Details of MCAS Redesign

• Boeing and the FAA worked together to compile new rules for 
MCAS:
1. Both the left and right AoA sensor will be checked

• If disagree by 5.5° or more and the flaps are up, do not activate MCAS
2. MCAS will activate once per sensed high-AoA/stall event

• Lower the trim of the HS by 2.5°
3. MCAS cannot control the horizontal stabilizer more than pilots can by 

counteracting with the elevator
• MCAS will not put more input on the HS than the pilot can put on the elevator

4. Flight control computer must have sensor integrity monitoring for MCAS

8
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Is Boeing 737-MAX Still Safe? 
Analysis and Prevention of MCAS-

Induced Crashes

Noah Curran, Thomas Kennings and Kang G. Shin [EMSOFT’24]
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Safety Threats induced by Digital Plant or Controller

System Operation (Plant)
- In response to the control input
• Design flaws/bugs
• Run-time failure/faults

Control Decision/Input (Controller)
- Incorrect human or autonomous 
control
• Design flaws/bugs
• Errors or malicious intents
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What Makes Things Worse – Wider Attack Surces

Attacks System Operation

Infrastructure 
Service

Directly

Indirectly
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Can we ensure a control decision is safe to 
execute even in the presence of component 
failures or malicious attacks? 
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Our Answer:

Context-Aware Detection and resolution 
of Control Anomalies (CADCA)

www.zdnet.com%2Fart icle%2Fhow-autonomous-
vehicles-will-change-car-ownership%2F
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SOTA

• Assumes trustworthy input data [Fu’05, Zhang’17, Chhabra’17, etc.] 
=> Input data can be anomalous

• Detects out-of-pattern behavior [Al-Sultan’13, Zhao’13, Shi’15, etc.] 
=> Behavior consistency ≠ safety

• Assumes complete, trusted system observation/measurements [Shoukry’17]
=> Limited data availability

Need risk assessment with limited data availability

under sensor faults or even attacks.
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CADCA is a Decision-Maker!

• Input = manual/autonomous controls + data from own sensors and others;                           
Output = final control decision for execution by each ego entity

• Performs accurate risk assessment and then derives/selects safer control 
decisions even in the presence of
– Failures or attacks on own sensors or false info from others
– Imperfect controller or algorithms
– Malicious/unsafe manual/autonomous control inputs

Manual Control

Autonomous 
Control

CADCA Actuators

Control 
Decision

Perceived (Sensor) Data
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Challenges and Approaches of CADCA

C1: Are the received data correct/accurate?  

C2: Can we infer what actually happened if data is anomalous?
– Different situations can yield the same observation/data.
– Answer: Construct local views

C3: How to assess risks in an uncertain situation?
– Safety of a control decision depends on its operation context.
– Answer: Assess risks based on context matching 
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System Model

• Ego System (e.g., SAVs)
– A typical SA cyber-physical system

Manual Control

Autonomous 
Control

Other Entities & Objects 
in the Environment

Actuators Controlled 
Processes Sensors

SA Physical System

CADCA

Control 
Decision

Sensed Data

Ego Semi-Autonomous System
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Threat Model

Manual Control

Autonomous 
Control

CADCA Actuators Controlled 
Processes Sensors

Other SA Systems & 
Objects in the Environment

SA Physical System
Control 
Decision

Sensed Data

Malicious non-ego entities.

Sensor spoofing attacks.

Malicious human operator.

Compromised autonomous 
controller.

Compromised components.

CADCA’s implementation can be trusted 
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3 Levels of Threat  

Naïve Threat -
Naïve Attack w/o Matching 
Normal Data Correlation

Medium-level Threat -
Single-Entity Attack w/ 
Matching Normal Data 

Correlation 

Sophisticated Threat -
Multi-Entity Attack w/ 

Matching Normal Data 
Correlation

Multi-Entity

Single Data (S1)

Without Matching Normal 
Data Correlation (S2)

Multiple Data

Single-Entity
Ego Normal (S3)

Ego Anomalous (S4)
Matching Normal 
Data Correlation

Ego Normal (S5)

Ego Anomalous (S6)

Low

High

Attacker’s Capabilities Attack Scenarios

# of data under 
attack

Matching normal data 
correlation?

# of entities under 
attack

Is ego entity 
under attack?Attack Attributes →
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CADCA’s Capabilities Against 3 Levels of Threat

Naïve Threat -
Naïve Attack w/o 

Matching Normal Data 
Correlation

Medium-level Threat -
Single-Entity Attack w/ 
Matching Normal Data 

Correlation 

Sophisticated Threat -
Multi-Entity Attack w/ 

Matching Normal Data 
Correlation

Low

High

Attacker’s Capabilities Detect Anomalies Ensure Safety Condition

Not all entities are 
compromised.

Not all data from the victim 
are compromised.

No guarantee.
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CADCA – System Design
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Detection/Verification Sets 

Data Types of Interest 𝑥1 𝑥2 𝑥3 𝑥4 𝑥5 𝑥6 𝑥7 𝑥8 𝑥9 . . .
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Detection/Verification Sets

𝑥1 𝑥2 𝑥3 𝑥4 𝑥5 𝑥6 𝑥7 𝑥8 𝑥9𝑥8𝑥2…

Comparison and/or Other 
Operation

Estimation, Prediction, 
and/or Feature Extraction

Estimation, Prediction, 
and/or Feature Extraction

Estimation, Prediction, 
and/or Feature Extraction

Detection Sets

𝑧 = 𝑓(𝑥2, 𝑥8, 𝑥9)
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CADCA Pipeline

Consistency 
Check

Local View 
Construction

Risk 
Assessment

Received 
Data

Control Inputs

Final Control 
Decision

CADCA

Operation 
Scenario-1

Operation 
Scenario-2

Operation 
Scenario-3

… Operation 
Scenario-k

Safe 
State-1

Unsafe State-
1

Control-1
Control-1 Control-1 Control-2

Control-2
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CADCA Pipeline – Consistency Check

Consistency 
Check

Local View 
Construction

Risk 
Assessment

Received 
Data

Control Inputs

Final Control 
Decision

CADCA
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CADCA Design – Consistency Check

Input Data

𝑝 (Location)

𝑣 (Speed)

𝑎 (Acceleration)

ℎ (Heading)

𝜔 (Yaw Rate)

…

Equation System

𝑥𝑖∈𝐷𝑆𝑗ٿ ҧ𝑥𝑖 = 1, 

if 𝐷𝑆𝑗 → ✓ ,

where 1 indicate “normal” 

𝑥𝑖∈𝐷𝑆𝑗ٿ ҧ𝑥𝑖 = 0, 

if 𝐷𝑆𝑗 →×

where 0 indicate “anomalous”

𝑝 𝑣

𝑣 𝑎

ℎ 𝜔

… …

Detection Sets (DSs)

By solving the equation system, CADCA 
can identify which data is anomalous and 
then restore the normal data.

𝑝𝑘+1 = 𝑝𝑘 + 𝑣Δ𝑡 ?

𝑣𝑘+1 = 𝑣𝑘 + akΔ𝑡 ?

ℎ𝑘+1 = 𝑓(ℎ𝑘, 𝑣𝑘, 𝜔) ?

…

Consistency Check
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Example: Detection of SAV Anomalies

• How to efficiently detect an anomaly?
– With limited data availability and training

A Behavior Change An Incorrect SignalExceed a certain tolerance/threshold.
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Context-Aware Detection of abnormal system Dynamics 
[RAID’24]

– Anomaly Detection via Context Estimation

Anomaly Detection

…

Gas Pedal

Brake

Acceleration

Speed

Map/GPS

Input Data

Context 
Estimation

CADD

Context 
Matching Anomaly?

Result

Anomalous 
Group 

Identification
(Optional)
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Construction of Local View

Consistency 
Check

Local View 
Construction

Risk 
Assessment

Received 
Data

Control Inputs

Final Control 
Decision

CADCA

• Local view = states of the ego car and its surrounding entities
• Constructed by identifying/estimating potential operation contexts

ID Loc. Speed Heading …

0 0,20 50 270 …

1 0,0 30 90 …

…

Example Local View
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Local View Construction

Equation System

𝑥𝑖∈𝐷𝑆𝑗ٿ ҧ𝑥𝑖 = 1, 

if 𝐷𝑆𝑗 → ✓

𝑥𝑖∈𝐷𝑆𝑗ٿ ҧ𝑥𝑖 = 0, 

if 𝐷𝑆𝑗 →×

Solution Space 
Algorithm

(for anomalous data)

Greedy Algorithm

Anomalous Individual 
Algorithm

Trust-Ego Algorithm

Anomalous-Ego-Only 
Algorithm

Anomalous-Ego-and-
Others Algorithm

Anomalous Data/Source Identification
(NP-Complete Fitting Set Problem)

𝑁𝐺 ⇒ 𝑛𝑜𝑟𝑚𝑎𝑙 𝑠𝑒𝑡
𝐴𝐺 ⇒ 𝑎𝑛𝑜𝑚𝑎𝑙𝑜𝑢𝑠 𝑠𝑒𝑡

Identification Results
(operation context)

𝑁𝐴𝐼 ⇒ 𝑛𝑜𝑟𝑚𝑎𝑙 𝑠𝑒𝑡
𝐴𝐴𝐼 ⇒ 𝑎𝑛𝑜𝑚𝑎𝑙𝑜𝑢𝑠 𝑠𝑒𝑡

𝑁𝑇𝐸 ⇒ 𝑛𝑜𝑟𝑚𝑎𝑙 𝑠𝑒𝑡
𝐴𝑇𝐸 ⇒ 𝑎𝑛𝑜𝑚𝑎𝑙𝑜𝑢𝑠 𝑠𝑒𝑡

𝑁𝐴𝐸 ⇒ 𝑛𝑜𝑟𝑚𝑎𝑙 𝑠𝑒𝑡
𝐴𝐴𝐸 ⇒ 𝑎𝑛𝑜𝑚𝑎𝑙𝑜𝑢𝑠 𝑠𝑒𝑡

𝑁𝐴𝐸𝑛𝑂 ⇒ 𝑛𝑜𝑟𝑚𝑎𝑙 𝑠𝑒𝑡
𝐴𝐴𝐸𝑛𝑂 ⇒ 𝑎𝑛𝑜𝑚𝑎𝑙𝑜𝑢𝑠 𝑠𝑒𝑡
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Anomalous-Ego-Only

Anomalous-Ego-and-Others

Trust-Ego

Greedy

What Algorithms Cover
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Algorithm Workflow

Solution-Space 
Algorithm

Consistency Check Results

Search Space of Anomalous Data 𝐿 & 
Anomalous DSs List 𝐿𝐷𝑆 = {𝑖|∀𝐷𝑆𝑖 ∋ 𝑥𝑗, ∀𝑥𝑗 ∈ 𝐿}

Final List of Anomalous Data 𝐿𝑅

(Greedy) Identify the data 𝑥 in 
𝐿 that covers the most # of 
DSs in 𝐿𝐷𝑆.

Put 𝑥 in the result 𝐿𝑅 and 
remove all DSs with 𝑥 from 
𝐿𝐷𝑆.

Trust-Ego
Excludes ego data from 𝐿.

Anomalous Individual
Starts with the entity with the 
largest # of anomalous DSs.

Anomalous-Ego-Only
Excludes non-ego data from 𝐿.

Anomalous-Ego-and-Others
Excludes non-ego data from 𝐿
first and add them back.

If 𝐿𝐷𝑆 not empty

Otherwise
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Local View Construction, Cont’d

Equation System

𝑥𝑖∈𝐷𝑆𝑗ٿ ҧ𝑥𝑖 = 1, 

if 𝐷𝑆𝑗 → ✓

𝑥𝑖∈𝐷𝑆𝑗ٿ ҧ𝑥𝑖 = 0, 

if 𝐷𝑆𝑗 →×

Solution Space 
Algorithm

Greedy Algorithm

Anomalous Individual 
Algorithm

Trust-Ego Algorithm

Anomalous-Ego-Only 
Algorithm

Anomalous-Ego-and-
Others Algorithm

Anomalous Data/Source Identification

𝑁𝐺 ⇒ 𝑛𝑜𝑟𝑚𝑎𝑙 𝑠𝑒𝑡
𝐴𝐺 ⇒ 𝑎𝑛𝑜𝑚𝑎𝑙𝑜𝑢𝑠 𝑠𝑒𝑡

Identification Results

𝑁𝐴𝐼 ⇒ 𝑛𝑜𝑟𝑚𝑎𝑙 𝑠𝑒𝑡
𝐴𝐴𝐼 ⇒ 𝑎𝑛𝑜𝑚𝑎𝑙𝑜𝑢𝑠 𝑠𝑒𝑡

𝑁𝑇𝐸 ⇒ 𝑛𝑜𝑟𝑚𝑎𝑙 𝑠𝑒𝑡
𝐴𝑇𝐸 ⇒ 𝑎𝑛𝑜𝑚𝑎𝑙𝑜𝑢𝑠 𝑠𝑒𝑡

𝑁𝐴𝐸 ⇒ 𝑛𝑜𝑟𝑚𝑎𝑙 𝑠𝑒𝑡
𝐴𝐴𝐸 ⇒ 𝑎𝑛𝑜𝑚𝑎𝑙𝑜𝑢𝑠 𝑠𝑒𝑡

𝑁𝐴𝐸𝑛𝑂 ⇒ 𝑛𝑜𝑟𝑚𝑎𝑙 𝑠𝑒𝑡
𝐴𝐴𝐸𝑛𝑂 ⇒ 𝑎𝑛𝑜𝑚𝑎𝑙𝑜𝑢𝑠 𝑠𝑒𝑡

< 𝐿𝑜𝑐𝑎𝑙 𝑉𝑖𝑒𝑤 >𝐺

< 𝐿𝑜𝑐𝑎𝑙 𝑉𝑖𝑒𝑤 >𝐴𝐼

< 𝐿𝑜𝑐𝑎𝑙 𝑉𝑖𝑒𝑤 >𝑇𝐸

< 𝐿𝑜𝑐𝑎𝑙 𝑉𝑖𝑒𝑤 >𝐴𝐸

< 𝐿𝑜𝑐𝑎𝑙 𝑉𝑖𝑒𝑤 >𝐴𝐸𝑛𝑂

Anomalous Data 
Restoration

Example:
• 𝑁𝐺 = 𝑝, 𝑣, 𝑎 ⇒ 𝑝, 𝑣, 𝑎 are correct 
• 𝐴𝐺 = ℎ,𝜔 ⇒ ℎ,𝜔 are anomalous 
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CADCA Pipeline Design - Risk Assessment

Consistency 
Check

Local View 
Construction

Risk 
Assessment

Received 
Data

Control Inputs

Final Control 
Decision

CADCA

• Identify unsafe control decision
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Risk Assessment Workflow

< 𝐿𝑜𝑐𝑎𝑙 𝑉𝑖𝑒𝑤 >𝐺

< 𝐿𝑜𝑐𝑎𝑙 𝑉𝑖𝑒𝑤 >𝐴𝐼

< 𝐿𝑜𝑐𝑎𝑙 𝑉𝑖𝑒𝑤 >𝑇𝐸

< 𝐿𝑜𝑐𝑎𝑙 𝑉𝑖𝑒𝑤 >𝐴𝐸

< 𝐿𝑜𝑐𝑎𝑙 𝑉𝑖𝑒𝑤 >𝐴𝐸𝑛𝑂

Local Views and Control Inputs

+

Control Input 1

Control Input 2

…

+

Control Input 1

Control Input 2

…

+

Control Input 1

Control Input 2

…

+

Control Input 1

Control Input 2

…

+

Control Input 1

Control Input 2

…

Individual Risk Assessment

Each < 𝐿𝑜𝑐𝑎𝑙 𝑉𝑖𝑒𝑤, 𝐶𝑜𝑛𝑡𝑟𝑜𝑙 𝐼𝑛𝑝𝑢𝑡 >

pair computes

• Time-To-Unsafe_State (TTU)

(e.g., Time-to-Collision)

• Time-To-Avoid-Unsafe_State (TTAU)

(e.g., Time-to-Avoid-Collision)

TTU < TTAU ⇒ Safety Concern

Results Aggregation

• Common safe choice

→ Never leads to unsafe states for 

all local views.

• Most likely condition

(if no common safe choice)

→ Safe in the local view that 

matches the history of entity’s 

normality.

Generation of Final Control 
Decision

Can be represented as a vector < 𝑔𝑎, 𝑏𝑟, 𝜃𝑆 >.
• 𝑔𝑎: throttle
• 𝑏𝑟: brake
• 𝜃𝑆: steering
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Case Study of Semi-Autonomous Vehicles (SAVs)
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Multiple SAVs on Road

Ego Vehicle:
• Internal status sensing

▪ e.g., speed,…
• External measurements

▪ e.g., locations, distances to 
other entities, …

Vehicle-2 Broadcasts (optional):
• Internal status sensing

▪ e.g., speed, location,…

Vehicle-1 Broadcasts (optional):
• Internal status sensing

▪ e.g., speed, location,…

𝑑𝑒,1

Attackers may launch sensor 
spoofing attacks.

Broadcast data can be 
faulty/compromised.

Broadcast data can be 
faulty/compromised.
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Consistency Check

Consistency Check Local View 
Construction Risk Assessment

Received Data

Control Inputs

Final Control Decision

Equation 
System

Detection Sets (DSs) established based on the received data.

Failure of matching data in a DS          an equation

Solving equation system of data 𝑧𝑖 ’s indicator function
Identification of anomalous data
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Construction of Ego SAV’s Local Views

Consistency 
Check

Local View 
Construction

Risk 
Assessment

Received 
Data

Control Inputs

Final Control 
Decision

Equation 
System

Local Views

Solution-1

Solution-2

Solution-3

…

Local View 1

Local View 2

Local View 3

…

ID Loc. Speed Heading Dist. …
0 0,20 50 20 - …
1 0,0 30 20 20 …
…

ID Loc. Speed Heading Dist. …
0 0,20 50 20 - …
1 0,10 40 20 40 …
…
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Risk Assessment

Consistency 
Check

Local View 
Construction

Risk 
Assessment

Received 
Data

Control Inputs

Final Control 
Decision

Local Views

…

ID Loc. Speed Heading Dist. …
0 0,20 50 20 - …
1 0,0 30 20 20 …
…

ID Loc. Speed Heading Dist. …
0 0,20 50 20 - …
1 0,10 30 20 20 …
…

• Time-to-Collision (TTC) 
• Minimum Required Response Time

Final Result Aggregation
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TTC and Minimum Response Time Prediction

𝑊𝑉1

𝐿𝑉1

𝑟𝑉1

𝑊𝑒

𝐿𝑒

𝑟𝑒

𝑣𝑉1

𝑣𝑒

Ego Vehicle (𝑡0)

Vehicle-1 (𝑡0)

Ego Vehicle (𝑡𝑘)

Vehicle-1 (𝑡𝑘)

𝐷1,𝑘

Path Prediction
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Aggregation of Results and Selection of Control Decision

• Determine if a control decision is safe in a local view
– Compare TTC with Threshold 𝑇𝐶 = max(4.5, 𝑇𝑈 + 2.6)

• 4.5s: Medium driver reaction time for smooth maneuver
• 2.6s: Driver’s reaction time in an urgent situation
• 𝑇𝑈: minimum required time to avoid collision

• Control Decision Selection
– Select the one that is safe in all local views

– If no control is safe in all local views
• Choose the control with longest TTC under most probable local view

Local View 1 Local View 2 Local View 3 Local View 4 …

Control-1 Safe Safe Safe Safe

Control-2 Safe Unsafe, TTC = 1s Safe Safe
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Determine Most Probable Local View

• Ego SAV records if a certain vehicle was anomalous in the past

• A most probable local view is selected based on 
– Weighted Anomalous Count (𝑊𝐴𝐶)

• Probability of the vehicle being anomalous
• More weight on recent observations

– WAC can also be computed based on data (not vehicle) level

Time → t0 t1 t2 t3 t4 t5 t6 …

Ego 1 0 0 0 0 0 0 …

Vehicle-1 0 1 0 1 1 1 1 …

Vehicle-2 - 1 1 1 0 0 0 …

…
Normal → 0
Anomalous → 1

WAC

Ego 1

Vehicle-1 0.1

Vehicle-2 1

…
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Determine Most Possible Local View, cont’d

• Based on the inner product between WACs and local views
– Need to “normalize” the results from the algorithms first

• For fair comparison
• Treat as vectors and compute based on inner-product

WAC Local View 1 Local View 1
(Normalized) Local View 2 Local View 2

(Normalized)

Ego 1 1 1/ 2 1 1

Vehicle-1 0.1 0 0 0 0

Vehicle-2 1 1 1/ 2 0 0

1 × 1 + 0.1 × 0 + 1 × 0 = 11 ×
1

2
+ 0.1 × 0 + 1 ×

1

2
= 2
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Final Decision Output

• Determine the final control decision by considering the TTC of 
most likely local view

Local View 1 Local View 2 Local View 3 Local View 4 …
Control-1 Unsafe, TTC = 1.5s Safe Unsafe, TTC = 1s Safe
Control-2 Unsafe, TTC = 1s Safe Unsafe, TTC = 1.5s Safe

Most Probable/Likely Local View
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Conclusions

• CADCA: A Secure and Reliable Framework for General SA 
Systems, including
– Autonomous and robotic vehicles;
– Drones and airplanes; and
– Ships and electric boats.
– Etc.

• General System Structure + Domain-Specific Design
– Ensure safety as the highest priority; and
– Achieve operation smoothness and flexibility, if possible.

• More work needed on efficacy on several SA cyber-physical 
systems (AVs, MCAS, drones, robots,…)
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